
 
 

 

 

Agenda 
Critical Infrastructure Protection Committee 
March 8, 2017 | 1:00 – 5:00 p.m. Eastern 
March 9, 2017 | 8:00 a.m. – Noon Eastern 
 
Ritz-Carlton Buckhead 
3434 Peachtree Road 
Atlanta, GA 30326 
Room: Salon 2678 (1st Floor) 
 
Introduction and Chair’s Remarks  
 
NERC Antitrust Compliance Guidelines and Public Announcement  
 
Agenda Items 

1. Opening Remarks  

2. Administrative – Tobias Whitney, CIPC Secretary, NERC 

a. Safety Briefing and Emergency Precautions – Ritz Carlton Hotel Staff 

b. Declaration of CIPC Quorum 

c. CIPC Roster  

d. Parliamentary Procedures – In the absence of specific provisions in the CIPC charter, the 
committee shall conduct its meetings guided by the most recent edition of Robert’s Rules of 
Order, Newly Revised. 

3. Consent Agenda – Marc Child, CIPC Chair, Great River Energy 

a. Draft December CIPC Minutes - Approve 
 

4. Chair’s Remarks – Marc Child, CIPC Chair, Great River Energy  

a. 2017 Work Plan Update 

5. Agency Updates 

a. Federal Energy Regulatory Commission 

b. Department of Energy 

c. Department of Homeland Security 

6. E-ISAC Update – Marc Sachs, Senior Vice President and Chief Security Officer, NERC E-ISAC  

a. GridSecCon Review – Bill Lawrence, Director, Programs and Engagement 

http://www.nerc.com/files/roster.pdf
http://www.nerc.com/comm/CIPC/Agendas%20Highlights%20and%20Minutes%202013/CIPC%20Meeting%20Minutes%20December.pdf
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b. Notable cyber incidents past quarter – Steve Herrin, CRISP Manager 

c. Notable physical incidents past quarter – Carl Herron, Principal Critical Infrastructure Physical 
Security Advisor 

7. CIP Standards & Compliance Update – David Revill, CIPC Vice Chair, Georgia System Operations 

a. CIP Modification Team Update, David Revill, CIPC Vice Chair, Georgia System Operations 

b. CIP Supply Chain Team Update, Marc Olson, Senior Standards Developer, NERC 

8. Emerging Technology Roundtable – Tobias Whitney, CIPC Secretary, NERC 

a. Next Emerging Technology Roundtable Activity and Topics, Tobias Whitney, CIPC Secretary, 
NERC 

b. Updates in IEC 61850 – Scott Mix, Senior Technical Manager, NERC 

9. Regional Report (MRO) – Mike Kraft, Basin Electric 

10. Regional Report (FRCC) – Joe Garmon, Seminole Electric 

11. Legislative Update – Nathan Mitchell, CIPC Vice Chair, APPA 

12. Electricity Subsector Coordinating Council Update – Nathan Mitchell, CIPC Vice Chair, APPA 

13. Reliability Issues Steering Committee Update – Nathan Mitchell, CIPC Vice Chair, APPA 

14. North American Transmission Forum – Ken Keels, Director-Practices and Initiatives, NATF 

15. Operating Security Subcommittee – Joe Garmon, Subcommittee Chair, Seminole Electric 
Cooperative 

a. Joint CIPC / OC Project – Joe Garmon, Subcommittee Chair, Seminole Electric Cooperative 

b. Grid Exercise Working Group (GEWG) – Tim Conway, GEWG Chair, SANS Institute 

GEWG Charter 

16. Cybersecurity Subcommittee  – David Revill, CIPC Vice Chair and Subcommittee Chair, Georgia 
Transmission Corporation 

a. Control Systems Security Working Group (CSSWG) – (highlight new work) 

CSSWG Charter  

b. Security Training Working Group (STWG) – David Godfrey, STWG Co-chair, City of Garland 
Power and Light (NERC is currently supporting) 

STWG Charter  

17. Physical Security Subcommittee – David Grubbs, Subcommittee Chair, City of Garland Power and 
Light 

b. Physical Security Working Group (PSWG) – Ross Johnson, PSWG Chair, Capital Power 

PSWG Charter 

http://www.nerc.com/comm/CIPC/Grid%20Exercise%20Working%20Group%20GEWG%202013/Grid%20Exercise%20Working%20Group%20(GEWG)%20Charter.pdf
http://www.nerc.com/comm/CIPC/Control%20Systems%20Security%20Working%20Group%20CSSWG%202013/Control%20Systems%20Security%20Working%20Group%20(CSSWG)%20Charter.pdf
http://www.nerc.com/comm/CIPC/Physical%20Security%20Training%20Working%20Group%20PSTWG%20201/Physical%20Security%20Training%20Working%20Group%20(PSTWG)%20Draft%20Charter.pdf
http://www.nerc.com/comm/CIPC/Physical%20Security%20Analysis%20Working%20Group%20PSAWG%20201/Physical%20Security%20Working%20Group%20Draft%20Charter.pdf
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18. Policy Subcommittee – John Galloway, Subcommittee Chair, ISO New England 

a. Bulk Electric System Security Metrics Working Group (BESSMWG) – Larry Bugh, BESSMWG 
Chair, ReliabilityFirst – Security Metrics for State of the Reliability Report – Voting Item 

BESSMWG Charter 

b. Compliance Enforcement and Input Working Group (CEIWG) – Paul Crist, CEIWG Chair, Lincoln 
Electric System 

i. VOIP Compliance Considerations  

ii. Shared Facility Considerations  

iii. Nuclear Personnel PRA’s  

CEIWG Charter 

19. Schedule of Important Dates: 
 

Dates Time Type Location Hotel 

June 6 -7, 2017 
 

12:00 p.m. – 5:00 p.m. 
8:00 a.m. – 12:00 p.m. 

CIPC Meeting TBD TBD 

 
September 12-13, 2017 
 

8:00 a.m.–12:00 p.m. CIPC Workshops TBD TBD 

December 12-13, 2017 
12:00 p.m. – 5:00 p.m. 
8:00 a.m. – 12:00 p.m. 

CIPC Meeting Atlanta TBD 

20. Closing Remarks and Action Items 

21. Adjournment 

mailto:http://www.nerc.com/comm/CIPC/Agendas%20Highlights%20and%20Minutes%202013/DRAFT%20SOR%20Chapter%20X%20Security%20Metrics%2020170127%20v3_clean.pdf
http://www.nerc.com/comm/CIPC/Bulk%20Electric%20System%20Security%20Metrics%20Working%20Grou/BES_Security_Metrics_Charter_3272012v2.pdf
http://www.nerc.com/comm/CIPC/Compliance%20Enforcement%20and%20Input%20Working%20Group%20CEI/Compliance_and_Enforcement_WG_Charter_Draft_6_20_12_Update2.pdf


 

Antitrust Compliance Guidelines 
 
 
 
I. General 
It is NERC’s policy and practice to obey the antitrust laws and to avoid all conduct that unreasonably 
restrains competition. This policy requires the avoidance of any conduct that violates, or that might 
appear to violate, the antitrust laws. Among other things, the antitrust laws forbid any agreement 
between or among competitors regarding prices, availability of service, product design, terms of sale, 
division of markets, allocation of customers or any other activity that unreasonably restrains 
competition. 
 
It is the responsibility of every NERC participant and employee who may in any way affect NERC’s 
compliance with the antitrust laws to carry out this commitment. 
 
Antitrust laws are complex and subject to court interpretation that can vary over time and from one 
court to another. The purpose of these guidelines is to alert NERC participants and employees to 
potential antitrust problems and to set forth policies to be followed with respect to activities that may 
involve antitrust considerations. In some instances, the NERC policy contained in these guidelines is 
stricter than the applicable antitrust laws. Any NERC participant or employee who is uncertain about 
the legal ramifications of a particular course of conduct or who has doubts or concerns about whether 
NERC’s antitrust compliance policy is implicated in any situation should consult NERC’s General Counsel 
immediately. 
 
II. Prohibited Activities 
Participants in NERC activities (including those of its committees and subgroups) should refrain from 
the following when acting in their capacity as participants in NERC activities (e.g., at NERC meetings, 
conference calls and in informal discussions): 

• Discussions involving pricing information, especially margin (profit) and internal cost 
information and participants’ expectations as to their future prices or internal costs. 

• Discussions of a participant’s marketing strategies. 

• Discussions regarding how customers and geographical areas are to be divided among 
competitors. 

• Discussions concerning the exclusion of competitors from markets. 

• Discussions concerning boycotting or group refusals to deal with competitors, vendors or 
suppliers. 
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• Any other matters that do not clearly fall within these guidelines should be reviewed with 
NERC’s General Counsel before being discussed. 

 
III. Activities That Are Permitted 
From time to time decisions or actions of NERC (including those of its committees and subgroups) may 
have a negative impact on particular entities and thus in that sense adversely impact competition. 
Decisions and actions by NERC (including its committees and subgroups) should only be undertaken for 
the purpose of promoting and maintaining the reliability and adequacy of the bulk power system. If 
you do not have a legitimate purpose consistent with this objective for discussing a matter, please 
refrain from discussing the matter during NERC meetings and in other NERC-related communications. 
 
You should also ensure that NERC procedures, including those set forth in NERC’s Certificate of 
Incorporation, Bylaws, and Rules of Procedure are followed in conducting NERC business.  
 
In addition, all discussions in NERC meetings and other NERC-related communications should be within 
the scope of the mandate for or assignment to the particular NERC committee or subgroup, as well as 
within the scope of the published agenda for the meeting. 
 
No decisions should be made nor any actions taken in NERC activities for the purpose of giving an 
industry participant or group of participants a competitive advantage over other participants. In 
particular, decisions with respect to setting, revising, or assessing compliance with NERC reliability 
standards should not be influenced by anti-competitive motivations. 
 
Subject to the foregoing restrictions, participants in NERC activities may discuss: 

• Reliability matters relating to the bulk power system, including operation and planning matters 
such as establishing or revising reliability standards, special operating procedures, operating 
transfer capabilities, and plans for new facilities. 

• Matters relating to the impact of reliability standards for the bulk power system on electricity 
markets, and the impact of electricity market operations on the reliability of the bulk power 
system. 

• Proposed filings or other communications with state or federal regulatory authorities or other 
governmental entities. 

 
Matters relating to the internal governance, management and operation of NERC, such as nominations 
for vacant committee positions, budgeting and assessments, and employment matters; and procedural 
matters such as planning and scheduling meetings. 
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Chapter X – Security Performance Metrics  
 
Background 
For the past two years, the State of Reliability report has included a chapter for security performance metrics 
based largely on data collected by the Electricity Information Sharing and Analysis Center (E-ISAC). These metrics 
help provide answers to basic questions often asked by industry executives and senior managers such as: 

• How often do physical and cyber security incidents occur? 

• To what extent do these reported incidents cause a loss of customer load? 

• What is the extent of security information-sharing across the industry? 

• Are cybersecurity vulnerabilities increasing? 
 
These security performance metrics are derived from data collected and validated by the E-ISAC during 2015 and 
2016. On a quarterly basis, the E-ISAC collaborates with the BES Security Metrics Working Group (BESSMWG) to 
review the results and ensure the definitions are being correctly applied to the raw data. In some cases, the 
BESSMWG has revised the definitions to clarify the metric or make it more meaningful. The E-ISAC and BESSMWG 
are continuing to consider new security metrics that may be useful to the industry. 
 
Purpose 
For many years now, NERC and the electricity industry have taken actions to address cyber and physical security 
risks to the BPS as a result of potential and real threats, vulnerabilities, and events. These security metrics 
complement other NERC reliability performance metrics by defining lagging and leading indicators for security 
performance as they relate to reliable BPS operation. These metrics help inform senior executives in the electricity 
industry (e.g., NERC’s Board of Trustees, management, the Member Representatives Committee, and the 
Reliability Issues Steering Committee) by providing a global and industry-level view of how security risks are 
evolving, and indicating the extent to which the electricity industry is successfully managing these risks. Due to 
the vast array of different operations technology systems used by individual electricity entities, the BESSMWG has 
not developed cyber security metrics applicable to the day-to-day operation of individual entities. 
 
NERC Alert Process and Security Incidents During 2016  
One of the responsibilities of NERC’s E-ISAC is to provide subject matter expertise to issue security-related threat 
alerts, warnings, advisories, notices, and vulnerability assessments to the industry. While these alerts may provide 
some indication of the relative risks facing the electricity industry, they have so far not occurred frequently enough 
to indicate trends. 
 
During 2016, NERC issued two industry-wide alerts1 and one industry advisory describing large-scale distributed 
denial-of-service attacks, an increasing presence of ransomware, and the cyber-attack that affected a portion of 
Ukraine’s electricity system. The following summarizes the three alerts and advisories issued by NERC: 

• A series of large-scale denial-of-service attacks affected a wide array of consumer Internet-capable 
devices. While these attacks did not impact the reliable operation of the grid, they highlighted the 
potential vulnerability of some equipment such as video cameras that are widely used in the electricity 
industry. 

                                                           
1 Ref. http://www.nerc.com/pa/rrm/bpsa/Pages/Alerts.aspx 

http://www.nerc.com/pa/rrm/bpsa/Pages/Alerts.aspx
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• Ransomware, used to infiltrate networks and deny access to information and systems until the victim 
meets payment demands, continues to pose a threat as demonstrated by attacks against, for example, 
hospitals and municipalities.  NERC’s industry advisory helped raise awareness across the industry 
regarding this threat. 

• In December 2015, a portion of the Ukraine’s electricity distribution system was disrupted by a cyber 
attack. The E-ISAC was involved in the post-event review and NERC issued an alert to inform the industry 
and recommended actions to prevent or mitigate such an attack.  

 
Security Performance Metrics and Results 
This section provides seven security performance metrics. The E-ISAC and BESSMWG have reviewed these results 
and where possible have identified trends, recognizing that these results are based on only two years of data. 
 
Security Metric 1: Reportable Cyber Security Incidents 
Responsible Entities must report cyber security incidents to the E-ISAC as required by the NERC reliability standard 
CIP-008-5 Incident Reporting and Response Planning. This metric reports the total number of Reportable Cyber 
Security Incidents2 that occur over time and identifies how many of these incidents have resulted in a loss of Load. 
It is important to note that any loss of Load will be counted, regardless of direct cause. For example, if Load was 
shed as a result of a loss of situation awareness caused by a cyber incident affecting an entity’s energy 
management system, the incident would be counted even though the cyber incident did not directly cause the 
loss of Load. This metric provides the number of Reportable Cyber Security Incidents and an indication of the 
resilience of the BES to operate reliably and continue to serve Load.  
 
While there were no reportable cyber security incidents during 2015 and 2016 and therefore none that caused a 
loss of Load, this does not necessarily suggest that the risk of a cyber security incident is low as the number of 
cyber security vulnerabilities is continuing to increase (ref. security metric 5).3 
 

 
 

                                                           
2 Ref. NERC Glossary of Terms: “A Cyber Security Incident that has compromised or disrupted one or more reliability tasks of a functional entity.” 
3 ERO Reliability Risk Priorities, RISC Recommendations to the NERC Board of Trustees, November 2016, p. 9 Risk Mapping chart depicts Cyber Security Risk 
as having high potential impact and relative likelihood of BPS-wide occurrence. 

http://www.nerc.com/comm/RISC/Related%20Files%20DL/ERO_Reliability_Risk_Priorities_RISC_Reccommendations_Board_Approved_Nov_2016.pdf
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Security Metric 2: Reportable Physical Security Events 
Responsible Entities must report physical security events to the E-ISAC as required by the NERC EOP-004-2 Event 
Reporting reliability standard.  This metric reports the total number of physical security reportable events4 that 
occur over time and identifies how many of these events have resulted in a loss of Load. It is important to note 
that any loss of Load is counted, regardless of direct cause. For example, if Load was shed as a result of safety 
concerns due to a break-in at a substation, the event is counted even though no equipment was damaged which 
directly caused the loss of Load. The metric provides the number of physical security reportable events and an 
indication of the resilience of the BES to operate reliably and continue to serve Load. 
 
Note that this metric does not include physical security events reported to the E-ISAC that do not meet the 
reporting threshold as defined by the NERC EOP-004-2 standard such as physical threats and damage to substation 
perimeter fencing. Also, this metric does not include physical security events affecting equipment at the 
distribution level (i.e., non-BES equipment). 
 
During 2015 and 2016, one physical security event occurred that caused a loss of Load. This near-zero result does 
not necessarily suggest that the risk of a physical security event causing a loss of Load is low, as the number of 
reportable events has not declined over the past two years. Although this metric does not include physical security 
events affecting equipment at the distribution level (i.e., non-BES equipment), NERC receives information through 
both mandatory and voluntary reporting that indicates that distribution-level events are more frequent than those 
affecting BES equipment. 
 

 
 
  

                                                           
4 Reportable Events are defined in reliability standard EOP-004-2 Event Reporting, Attachment 1. 
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Security Metric 3: E-ISAC Membership 
This metric reports the total number of electricity sector organizations and individuals registered as members of 
the E-ISAC. E-ISAC members include NERC Registered Entities and others in the electricity sector including 
distribution utilities (i.e., membership is not limited to BPS organizations). Given today’s rapidly changing threat 
environment, it is important that entities be able to quickly receive and share security-related information. This 
metric identifies the number of organizations registered, as well as the number of individuals. Increasing E-ISAC 
membership should serve to collectively increase awareness of security threats and vulnerabilities, and enhance 
the sector’s ability to respond quickly and effectively. 
 
During the latter half of 2016, the E-ISAC implemented a password reset policy in an effort to enhance the security 
of its information-sharing portal by requiring members to change their passwords every 90 days and limit access 
to only members who actively use the portal. 
 

 
 
The data indicates the following: 

• As of the end of 2016, all Reliability Coordinators (RCs) and 85% [NTD: Check %] of Balancing Authorities 
(BAs) had an active account with the E-ISAC. As defined by the NERC functional model, Reliability 
Coordinators and Balancing Authorities perform an essential coordinating role in the operation of the BPS 
within their respective areas and with each other. 

• Since 2014, the number of registered organizations has steadily increased. However, additional outreach 
across the industry is needed to further increase awareness and encourage active use of the E-ISAC portal. 

• The number of individual users has increased at a faster rate than the number of registered organizations. 
Organizations are increasing the number of individuals with access to the E-ISAC portal, likely as part of 
efforts to increase their security staffing capabilities and capacity. 

• The E-ISAC’s new portal password reset policy implemented during 2016 has resulted in a significant 
decrease in the number of registered organizations and individuals. Going forward, this metric will more 
accurately reflect the number of members who actively use the portal as a routine part of their job. 
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Security Metric 4: Industry-Sourced Information Sharing 
This metric reports the total number of Incident Bulletins (i.e., Cyber Bulletins and Physical Bulletins) published by 
the E-ISAC based on information voluntarily submitted by E-ISAC member organizations.5 E-ISAC member 
organizations include NERC Registered Entities and others in the electricity sector, including distribution utilities 
(i.e., it is not limited to the BPS). Incident Bulletins describe physical and cyber security incidents and provide 
timely, relevant, and actionable information of broad interest to the electricity sector. Given today’s complex and 
rapidly changing threat environment, it is important that electricity sector entities share their own security-related 
intelligence, as it may help identify emerging trends or provide an early warning to others. This metric provides 
an indication of the extent to which E-ISAC member organizations are willing and able to share information related 
to cyber and physical security incidents they experience. As E-ISAC member organizations increase the extent that 
they share their own information, all member organizations will be able to increase their own awareness and 
ability to respond quickly and effectively. This should enhance the resilience of the BPS to new and evolving threats 
and vulnerabilities. The modest but steady increase in the number of bulletins published by the E-ISAC during 
2016 compared with 2015 suggests that member organizations are sharing security-related information. 
 

 
 
  

                                                           
5 In September 2015, the E-ISAC launched its new portal. Watchlist Entries are now called Cyber Bulletins. The category Physical Bulletins is on the portal to 
share physical security information. Prior to 2015 Q4, physical security reports were shared through the E-ISAC Weekly Report, but not through Watchlist 
Entries. 
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Security Metric 5: Global Cyber Vulnerabilities 
This metric reports the number of global cyber security vulnerabilities considered to be high severity based on 
data published by the National Institute of Standards and Technology (NIST). NIST defines high severity 
vulnerabilities as those with a common vulnerability scoring system6 (CVSS) of seven or higher. The term “global” 
is an important distinction as this metric is not limited to information technology typically used by electricity sector 
entities. The year-over-year increase in global cyber security vulnerabilities (23%) compared with global cyber 
security incidents (38%) indicates that vulnerabilities are increasingly being successfully exploited, and reinforces 
the need for organizations to continue to enhance their cybersecurity capabilities. 
 

 
 
  

                                                           
6 Ref. NIST http://nvd.nist.gov/cvss.cfm 

http://nvd.nist.gov/cvss.cfm
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Security Metric 6: Global Cyber Vulnerabilities and Incidents 
[OPEN – 2016 data to be added before publication] 
This metric compares the number of annual global cyber security vulnerabilities and incidents in order to identify 
a possible correlation between vulnerabilities and incidents. While there are a number of different publicly-
available sources for this information, the BESSMWG has selected the PWC Global State of Information Security 
report because it has consistently reported the number of incidents since at least 2013. This metric is based on 
surveys of chief information technology officers and chief information security officers, and although the survey 
respondents change from year to year, reports of this nature tend to have consistent results and will continue to 
be a valid indicator. 
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Security Metric 7: GridEx Exercise Participation 
This metric compares the number of organizations participating in each of the GridEx security and crisis response 
exercises conducted by NERC every two years. NERC’s large-scale GridEx exercises provide electricity organizations 
with the opportunity to respond to simulated cyber and physical security attacks affecting the reliable operation 
of the North American grid. 
 
Participation rates indicate the extent to which organizations consider the evolving GridEx program to be a 
valuable learning opportunity. Increasing participation may indicate the extent to which the electricity industry as 
a whole is ready to respond to a real cyber or physical attack. The metric distinguishes between “active” and 
“observing” organizations. Active organizations participate by assigning staff to participate in the exercise from 
their work locations at control centers or power plants as if it were a real event. Observing organizations 
participate in a more limited way, typically through an internal tabletop exercise. The metric shows a significant 
increase in total numbers of participating electricity organizations, and an increasing proportion of active 
organizations. 
 

 
 
 
Roadmap for Future Metrics Development 
The BESSMWG and the E-ISAC have developed a roadmap for future metrics development, including refining this 
initial set of metrics based on operational experience. The roadmap acknowledges the challenges associated with 
collecting security-related data: 

• Historically, NERC and the E-ISAC have limited data related to cyber and physical security incidents as 
these incidents have been relatively rare and have had little or no impact on BPS reliability. 

• Nobody yet knows the magnitude or number of constantly changing security threats and vulnerabilities 
with any degree of certainty, particularly as they relate to BPS reliability. 
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• The number and type of cyber systems and equipment used by the industry is vast, making it difficult to 
develop metrics that are meaningful to individual entities across the industry. 

• Data that details security threats, vulnerabilities, and real incidents is highly sensitive. Handled 
inappropriately, this can expose vulnerabilities and encourage adversaries to develop new and more 
sophisticated exploits. 

 
The BESSMWG has researched security metrics developed by leading experts outside the electricity industry and 
examined over 150 of these to assess their applicability from a BPS reliability perspective. Out of these 150 metrics, 
the BESSMWG concluded that only about 30 would be relevant. This assessment underscores the challenges 
associated with developing relevant and useful security metrics that rely on data willingly and ably provided by 
individual entities. The BESSMWG will continue to investigate potential new physical and cyber security metrics. 
 
Two particular areas stand out for further study during 2017. 

• The extent to which the industry uses automated communications methods7 to share cyber security 
information between individual organizations and the E-ISAC. 

• While global cyber security vulnerabilities and incidents provide a very high-level view of threats facing 
the industry, a more relevant metric for the industry would focus on energy management systems (EMS) 
and supervisory control and data acquisition systems (SCADA) commonly used by the electricity industry. 

 
 

                                                           
7 For example, the Cybersecurity Risk Information Sharing Program (CRISP) uses information sharing devices to collect and transmit security 
information from electricity operator participant sites. Data is shared with CRISP participants, and unattributed data is shared with the 
broader E-ISAC membership. For organizations not participating in the CRISP program, TAXII, STIX, and CybOX are community-driven 
technical specifications designed to enable automated information sharing for cybersecurity situational awareness, real-time network 
defense and sophisticated threat analysis. These methodologies are international in scope and free for public use. 
 


	CIPC_Meeting_Agenda_March_8-9_2017 (002) (002)
	NERC_Antitrust_Compliance_Guidelines
	DRAFT SOR Chapter X Security Metrics 20170127 v3_clean






Antitrust Compliance Guidelines







I. General

It is NERC’s policy and practice to obey the antitrust laws and to avoid all conduct that unreasonably restrains competition. This policy requires the avoidance of any conduct that violates, or that might appear to violate, the antitrust laws. Among other things, the antitrust laws forbid any agreement between or among competitors regarding prices, availability of service, product design, terms of sale, division of markets, allocation of customers or any other activity that unreasonably restrains competition.



It is the responsibility of every NERC participant and employee who may in any way affect NERC’s compliance with the antitrust laws to carry out this commitment.



Antitrust laws are complex and subject to court interpretation that can vary over time and from one court to another. The purpose of these guidelines is to alert NERC participants and employees to potential antitrust problems and to set forth policies to be followed with respect to activities that may involve antitrust considerations. In some instances, the NERC policy contained in these guidelines is stricter than the applicable antitrust laws. Any NERC participant or employee who is uncertain about the legal ramifications of a particular course of conduct or who has doubts or concerns about whether NERC’s antitrust compliance policy is implicated in any situation should consult NERC’s General Counsel immediately.



II. Prohibited Activities

Participants in NERC activities (including those of its committees and subgroups) should refrain from the following when acting in their capacity as participants in NERC activities (e.g., at NERC meetings, conference calls and in informal discussions):

· Discussions involving pricing information, especially margin (profit) and internal cost information and participants’ expectations as to their future prices or internal costs.

· Discussions of a participant’s marketing strategies.

· Discussions regarding how customers and geographical areas are to be divided among competitors.

· Discussions concerning the exclusion of competitors from markets.

· Discussions concerning boycotting or group refusals to deal with competitors, vendors or suppliers.

· Any other matters that do not clearly fall within these guidelines should be reviewed with NERC’s General Counsel before being discussed.



III. Activities That Are Permitted

From time to time decisions or actions of NERC (including those of its committees and subgroups) may have a negative impact on particular entities and thus in that sense adversely impact competition. Decisions and actions by NERC (including its committees and subgroups) should only be undertaken for the purpose of promoting and maintaining the reliability and adequacy of the bulk power system. If you do not have a legitimate purpose consistent with this objective for discussing a matter, please refrain from discussing the matter during NERC meetings and in other NERC-related communications.



You should also ensure that NERC procedures, including those set forth in NERC’s Certificate of Incorporation, Bylaws, and Rules of Procedure are followed in conducting NERC business. 



In addition, all discussions in NERC meetings and other NERC-related communications should be within the scope of the mandate for or assignment to the particular NERC committee or subgroup, as well as within the scope of the published agenda for the meeting.



No decisions should be made nor any actions taken in NERC activities for the purpose of giving an industry participant or group of participants a competitive advantage over other participants. In particular, decisions with respect to setting, revising, or assessing compliance with NERC reliability standards should not be influenced by anti-competitive motivations.



Subject to the foregoing restrictions, participants in NERC activities may discuss:

· Reliability matters relating to the bulk power system, including operation and planning matters such as establishing or revising reliability standards, special operating procedures, operating transfer capabilities, and plans for new facilities.

· Matters relating to the impact of reliability standards for the bulk power system on electricity markets, and the impact of electricity market operations on the reliability of the bulk power system.

· Proposed filings or other communications with state or federal regulatory authorities or other governmental entities.



Matters relating to the internal governance, management and operation of NERC, such as nominations for vacant committee positions, budgeting and assessments, and employment matters; and procedural matters such as planning and scheduling meetings.
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